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A Short Diversion…

• September 2024 INEX meeting

• Leonard Hobbs’s talk on the Valentia Cable
• With a family link.

• Mentioned that cable stations wound down in 1960s

• Contemporary with satellite…

• I have a small family link to this story.
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• Thomas Green and

• Sputnik!
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Skip to 1987…

February’s RadCom Magazine
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Screenshots in this presentation (and our paper) are taken as part of our data collection in January and February 2023. They are used following Fair Use [ 1 ], Fair Dealing [2, 3] and similar doctrines and laws that exempt 
research-related use from copyright restrictions.
Amazon screenshot taken from an article written by Hannah Towey and Eugene Kim for Business  Insider.

[m]aking a process more difficult than it needs 
to be, with the intent of dissuading certain 
action(s) – Gray et al (2018)

Some 
Background….
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Changes in regulations

Screenshots are taken from FTC.gov & Gov.UK 

USA
• Clearly disclose all details about the subscription, including 

price, renewal dates and how to cancel.
• Obtain customers' expressed consent before charging them 

for products or services.
• Provide an easy and simple method to cancel subscriptions. 

UK
• CMA guidelines (Oct 2021) auto-renewal opt-outs and notifications
• Reforms announced to tackle dark patterns (April 2022).
• Digital Markets, Competition and Consumers Bill (Feb 2024) addresses 

auto-renewal and cancelling information and highlights that consumers 
should be able to cancel online at any time.
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Changes in regulations
Germany:
• Fair Consumer Contracts Act 2022.
• Online cancellation options, clear terminations buttons.
• No more than one further click after pressing this termination 

button. 

The Netherlands:
• Dutch Authority for Consumers and Markets (ACM) guidelines.
• Businesses must provide clear information on how consumers can terminate a contract.
• Should also be possible to terminate it through the same online platform.
• Termination via the website should not involve excessive obstacles such as extensive questionnaires
• Guidelines also highlight that deceptive design disproportionately affects certain customer groups, such 

as the elderly.

Screenshots are taken from commission.europa.eu, acm.nl and verbraucherzentrale.de
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Here’s what we wanted to document

• Renewal Information

• Email Confirmation for subscription and cancellation

• Information on cancelling before and during 
subscription

• Number of clicks it takes to subscribe and cancel

• Required sign-up data

• Cancellation method

• Exit survey (mandatory?)

• Special offers

• Two-step cancellation
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Lets talk results

• 67/80 successful subscriptions
• 34 distinct news sites
• 5 personas
• 4 countries
• 63/67 cancelled online
• 13/80 subscriptions unsuccessful
• 14/34 included auto-renewal tick box
• 3/34 sites included an auto-renew button
• 4 dark patterns found
• Total cost: $444.90 (€412.90)
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Image taken from PowerPoint



Comparing Clicks to Subscribe & Cancel Across The 
Different Countries
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Exit Surveys Encountered (Averaged) on Cancelling Subscriptions
 Europe versus USA
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Europe Versus USA Subscription & Cancellation Parameter 
Observations

Staying At The Roach Motel - INEX 2024 17



Staying At The Roach Motel - INEX 2024 18

Dark Patterns Found
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In Conclusion

• There are complex and ethical concerns surrounding online subscription and 
cancellation processes.

• Cancelling online was possible for the majority of subscriptions but not 
necessarily easy.

• European sites provide more cancellation info than the US.
• US sites feature more exit surveys and retention offers.
• Improvements in user experience could involve clearer subscription choices, 

auto-renewal reminders, and simplified cancellation procedures.
• A balance between high-level principles and specific regulations is essential to 

address the varied and intricate nature of cancellation flows.
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Cancellation videos:
https://github.com/roach-motel/chi-24

Ashley also did study of:
 - Secirity of partial PIN numbers:
    “Guessing PINs, One Partial Pin at a Time”
 - cookie banners on Irish Websites:
    “Fianán, Cuacha: Irish Cookie Banners”
 - ashley.sheil@mtu.ie
If you want to get me: David.Malone@mu.ie

https://github.com/roach-motel/chi-24
mailto:ashley.sheil@mtu.ie
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